ISP1

interface GigabitEthernet3/1
description SIX_ISP1_VIan3840
switchport

switchport access vlan 3840
switchport mode access

no ip address

udld port aggressive

no cdp enable

spanning-tree bpdufilter enable

spanning-tree bpduguard enable
!

Port security for ISP:

interface GigabitEthernet3/1 -
description SIX_ISP1_VIan3840
switchport

switchport access vlan 2

switchport mode access

switchport port-security

switchport port-security maximum 1
switchport port-security aging time 1440
switchport port-security violation shutdown

—Gi2/1 trunk VIan3840 and 37—
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interface GigabitEthernet2/1

description ISP1

switchport

switchport trunk encapsulation dotlq
switchport trunk allowed vlan 37,3840
switchport mode trunk

switchport nonegotiate

switchport port-security

switchport port-security maximum 10
switchport port-security aging time 1440
switchport port-security violation shutdown

switchport port-security mac-address 0004.c026.dc02 vlan 3840

A

Vancouver
S4 Cisco 6509

Vancouver
Nexus 5010

REDUNDANT FIBER LOOP LINKING VANCOUVER TO SEATTLE

Vancouver
S3 Cisco 6509

LAND FIBER

Vancouver
S5 Cisco6509

SEATTLE
S6 Cisco 6509

Ov8EUBIA
T/ED TdSIT/E 1D
Ty8EUBIA
Z/ED ¢dSl ¢/ED
X UBIA
E/EID X-dSI €/€ID

SIX Isolation switch
S7 Cisco 6503
s222-ipservicesk9 _wan-mz.122-18.SXF17b

switchport port-security mac-address 0004.c026.dc02

no ip address
udld port aggressive
no cdp enable

spanning-tree bpduguard enable
1

Port channel setting:

interface Port-channel2

switchport

switchport access vlan 2

switchport trunk encapsulation dotlq
switchport trunk native vlan 9
switchport trunk allowed vlan 2,9
switchport mode trunk

no ip address
!
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interface GigabitEthernet3/15
switchport

switchport access vlan 2

switchport trunk encapsulation dotlq
switchport trunk native vlan 9
switchport trunk allowed vlan 2,9
switchport mode trunk

no ip address

udld port aggressive

channel-group 2 mode on
!
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interface GigabitEthernet3/16
switchport

switchport access vlan 2

switchport trunk encapsulation dotlq
switchport trunk native vlan 9
switchport trunk allowed vlan 2,9
switchport mode trunk

no ip address

udld port aggressive

channel-group 2 mode on
!



